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Abstract: Blockchain technology has revolutionized digital financial systems through decentralized,
transparent, and secure transactions. However, the increasing sophistication of blockchain systems has
coincided with the emergence of complex illicit activities, including ransomware transactions, Ponzi
schemes, phishing, and money laundering. Traditional fraud-detection techniques may be inadequate
for blockchain transaction networks because these networks are complex, dynamic, and highly inter-
connected. Graph Neural Networks (GNNs) have emerged as a promising approach because of their
ability to capture relationships within graph structures and their evolving behavioural patterns. This
paper presents a systematic literature review of adversarially robust and explainable fraud-detection
solutions based on GNNs for dynamic blockchain networks. The review was conducted in accordance
with the PRISMA guidelines and critically examined studies published between 2018 and 2026. The
study provides an integrated synthesis of graph representation learning, dynamic graph learning, ad-
versarial robustness, explainable artificial intelligence (XAI), trustworthy Al, benchmark datasets, eval-
uation strategies, and regulatory compliance within the context of blockchain fraud detection. The
review indicates that recent advances in Graph Convolutional Networks, Graph Attention Networks,
GraphSAGE, Graph Transformers, and Temporal Graph Neural Networks have demonstrated prom-
ising improvements in fraud-detection performance across various experimental settings. However,
challenges remain in achieving scalability, robustness against adversarial attacks, explainability, stand-
ardized evaluation, and real-time deployment. The review identifies major research gaps in blockchain
fraud detection and examines the strengths, limitations, applicability, and maturity of existing tech-
niques. Finally, based on the synthesized findings, a research roadmap is proposed for developing
blockchain fraud-detection systems with improved explainability, scalability, robustness, and trustwor-
thiness using GNNs. The findings provide actionable insights and recommendations for researchers

and practitioners developing blockchain security solutions.

Keywords: Adversarial Defence; Adversarial Robustness; Blockchain Fraud Detection; Dynamic
Blockchain Networks; Explainable Artificial Intelligence; Graph Neural Networks; Temporal GNN;
Trustworthy AL

1. Introduction

1.1 Background and Problem Context

Blockchain technology has developed from its initial application in cryptocurrency into
a broader infrastructure for decentralised financial services, digital assets, smart contracts, and
other distributed applications. However, the transparent and decentralised characteristics of
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blockchain networks do not eliminate fraudulent and illicit activities [1]. Cryptocurrency eco-
systems continue to experience illicit transactions, scams, money laundering, ransomware-
related payments, and other forms of financial abuse. As blockchain transaction volumes in-
crease, fraud detection has consequently become an important research problem requiring
methods capable of identifying suspicious behavior within complex and highly interconnected
transaction environments [2].

Traditional machine-learning approaches have been extensively applied to fraud detec-
tion, but many of these approaches represent transactions primatily through manually engi-
neered or independently processed features. Such representations may be inadequate when
fraudulent behavior depends on relationships among multiple entities rather than on the char-
acteristics of individual transactions [3]. In blockchain environments, relationships among
addresses, transactions, contracts, and other entities can provide important contextual infor-
mation for identifying suspicious behaviour. Consequently, graph-based learning has become
increasingly relevant because blockchain activity can naturally be represented through inter-
connected entities and their relationships.

Graph Neural Networks (GNNs) provide a framework for learning representations di-
rectly from graph-structured data by aggregating information from connected nodes and their
neighborhoods. Their ability to exploit relational information has made them increasingly
attractive for financial fraud detection, where fraudulent activities may involve groups of in-
teracting entities rather than isolated transactions. A systematic review by [4], for example,
identified GNNs as an increasingly important approach to financial fraud detection and oz-
ganized the literature according to graph structures, GNN architectures, learning strategies,
and application contexts. For blockchain fraud detection, however, predictive capability alone
is insufficient. Blockchain transaction networks continuously evolve as new transactions and
entities appear and existing relationships change. Fraud-detection models must therefore ac-
count for temporal changes in graph structure and transaction behavior. Recent research on
dynamic temporal GNNs similarly identifies the ability to model evolving relationships as a
major advantage of GNN-based anomaly detection, while also highlighting persistent chal-
lenges involving scalability, limited real-world datasets, and interpretability [5], [6].

In addition to temporal evolution, blockchain fraud-detection models face security and
trust challenges. Because GNNs rely on graph structures and node or edge attributes, mali-
cious actors may potentially manipulate the information used by the model to influence its
predictions. This creates a need for adversarially robust learning, in which models are evalu-
ated and designed to maintain reliable performance when exposed to malicious perturbations.
At the same time, the increasing complexity of graph-based deep-learning models creates an
explainability requirement [7]. Fraud investigators and other stakeholders may need to under-
stand why a transaction or entity has been classified as suspicious before relying on the pre-
diction for investigation or decision-making.

Taken together, these developments indicate that blockchain fraud detection is no longer
concerned solely with predictive accuracy. The literature increasingly addresses three inter-
connected requirements: dynamic adaptability, to account for evolving transaction relation-
ships and behavior; adversatial robustness, to maintain reliable performance under malicious
manipulation; and explainability, to make model decisions interpretable to investigators and
other stakeholders. These three dimensions provide the central analytical focus of this review.

1.2 Research Gap and Need for Robust, Explainable Dynamic Fraud Detection

The development of GNN-based blockchain fraud detection has addressed important
limitations of conventional feature-based approaches, but the existing literature remains frag-
mented across different methodological and technical objectives. One important dimension
concerns the dynamic nature of blockchain transaction networks. Transactions are continu-
ously generated, new entities enter the network, relationships between entities change, and
behavioral patterns associated with fraud may evolve over time [8]. A model trained on a
static representation may therefore become less effective when the underlying distribution of
transaction behavior changes. Recent systematic evidence on dynamic temporal GNNs indi-
cates that temporal modelling has become an important research direction for anomaly de-
tection, while scalability and the limited availability of realistic dynamic datasets continue to
constrain practical deployment [6], [9].

A second-dimension concerns adversarial robustness. Fraud detection models operate
in environments in which malicious actors may have incentives to evade detection. For graph-
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based systems, this threat may involve manipulation of node attributes, graph connections,
transaction relationships, or training data. Consequently, strong predictive performance under
conventional test conditions does not necessarily indicate reliable performance under adver-
sarial conditions. Robust fraud detection therefore requires evaluation beyond standard accu-
racy-based comparisons, including assessment of how model predictions change when the
underlying graph or its attributes are deliberately manipulated [5], [10].

The third-dimension concerns explainability. GNNs can capture complex relational pat-
terns, but their predictions may be difficult for human users to interpret. This is particularly
important in fraud detection because model predictions may trigger investigation, account
restrictions, or other consequential actions. Recent systematic research on XAl for fraud de-
tection found that explanation methods are widely used, but explanation quality is frequently
not evaluated directly; instead, predictive performance is often used as an indirect indicator
of explanation effectiveness [11].

Importantly, these dimensions ate interconnected rather than independent. Dynamic
graph learning concerns how fraud-related relationships evolve; adversarial robustness con-
cerns whether models remain dependable when those relationships or their associated fea-
tures are deliberately manipulated; and explainability concerns how the resulting decisions can
be interpreted [12], [13]. Considering only one of these dimensions may therefore provide an
incomplete assessment of the practical readiness of GNN-based fraud-detection approaches.

Existing reviews provide important foundations, but they generally examine these di-
mensions from different perspectives. References [4] and [14] systematically reviewed GNN-
based financial fraud detection, with emphasis on architectures, graph representations, and
learning strategies. [6], [15] focused specifically on dynamic temporal GNNs for cybersecu-
rity anomaly detection and identified scalability, dataset availability, and interpretability as
continuing challenges. [11] in turn, examined methodological challenges in XAl for fraud
detection and highlighted the need for direct evaluation of explanation quality. Collectively,
these reviews demonstrate the growing maturity of the individual research areas while also
indicating that the available evidence remains distributed across separate methodological con-
cerns.

The gap addressed by the present review is therefore not simply the absence of another
review of GNN-based fraud detection. Rather, an evidence and synthesis gap remains in un-
derstanding how dynamic blockchain fraud detection, adversarial robustness, and explaina-
bility are addressed collectively across the existing literature. This review addresses this gap
by examining these dimensions together and synthesizing the available evidence in terms of
the strengths and limitations of existing approaches, their trade-offs, research maturity, eval-
uation practices, deployment challenges, and unresolved evidence gaps.

1.3. Novelty and Contributions of This Review

The present review builds on previous research while adopting a more focused analytical
perspective. Previous reviews have established the importance of GNNs for financial fraud
detection, dynamic GNNs for evolving graph-based anomaly detection, and XAl for improv-
ing transparency in fraud-detection systems [4], [6], [10], [16]. However, these research
streams have largely developed around different methodological objectives, leaving the evi-
dence fragmented across temporal adaptability, adversarial robustness, and explainability.

The contribution of this review therefore extends beyond identifying the topical cover-
age of previous studies. It provides an integrated synthesis of these research dimensions by
comparing solution categories, identifying trade-offs, assessing research maturity, and linking
evidence gaps to future research needs. The review makes the following contributions:

e Itdevelops a solution-oriented taxonomy that organizes the literature into foundational
GNN-based fraud detection, dynamic graph learning, adversarially robust GNNs, ex-
plainable GNNs, and supporting datasets and evaluation approaches.

e It provides a cross-study comparative synthesis of major approaches in terms of their
strengths, limitations, scalability, computational requirements, robustness, explainability,
and suitability for different blockchain fraud-detection scenarios.

e Itintegrates dynamic learning, adversarial robustness, and explainability as the three core
analytical dimensions of the review, enabling comparison beyond conventional predic-
tive-performance measures. These dimensions are also aligned with the primary themes
defined in the review methodology.
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e It analyses trade-offs among predictive effectiveness, temporal modelling, adversarial
robustness, explainability, scalability, and computational cost, while assessing the relative
maturity of different solution categories.

e It identifies persistent evidence gaps involving realistic dynamic datasets, adversarial
evaluation, standardized explainability assessment, scalability, real-time processing, te-
producibility, and practical deployment.

e It develops a gap-driven research roadmap that connects the identified limitations and
evidence gaps with future directions for adaptive, robust, explainable, scalable, and trust-
worthy blockchain fraud-detection systems.

This structure allows the review to move beyond a descriptive catalogue of GNN ap-
proaches towards a synthesis of how the different solution dimensions relate to one another
and where the existing evidence remains insufficient. It also provides the analytical basis for
the research roadmap developed later in the review.

Table 1. Comparison of Previous Reviews and the Scope of the Present Review

D i Int ted R h
, YRAMIC — Adversarial Explainability / . 5 ¢ eseare o
Ref. Review scope  blockchain analysis of the gaps and Main limitation
K robustness XAI
fraud detection three themes roadmap
DeFi-focused; lacks inte-
Al-based fraud . . grated analysis of dynamic
17 Partial Partial v
171 detection in DeFi artia X artia X GNNs, robustness, and ex-
plainability.
S GNN-f¢ d re-
GNN:s for finan- t'rongb iN 'tozuljle lr(e
i mi -
[4] cial fraud detec- Partial X X X v views ou co e
) chain-specific analysis of ro-
tion . .
bustness and explainability.
Broad trustworthy-GNN
Trustworthy perspective without a spe-
10 v v v
101 GNNs X X cific focus on dynamic
blockchain fraud detection.
GNNs for finan- Financial-fraud focus with-
[8] cial fraud detec- Partial Partial Partial X v out an integrated treatment
tion of the three core themes.
Adversarial ro- Integrated cross-study syn-
bust and explaina- thesis, trade-off and ma-
Ours ble GNNss for dy- v v v v v turity analysis, evidence-gap

namic blockchain

fraud detection

analysis, and a gap-driven

research roadmap.

Table 1 compares the scope of the present review with previous reviews addressing
GNN-based fraud detection, trustworthy GNNs, and Al-based DeFi fraud detection. Previ-
ous reviews provide important foundations, but they generally focus on individual research
dimensions rather than their integration within dynamic blockchain fraud detection. The dis-
tinction of the present review therefore lies primarily in its analytical scope. It considers dy-
namic blockchain fraud detection, adversarial robustness, and explainability as interconnected
requirements and synthesizes the literature according to their trade-offs, research maturity,
evidence gaps, and practical implications. This integrated perspective provides the basis for
the research roadmap developed later in the review.

2. Review Methodology

2.1. Systematic Literature Review Protocol

This study adopted a systematic literature review (SLR) methodology to identify, evalu-
ate, classify, and synthesize research on Graph Neural Network (GNN)-based approaches
for fraud detection in blockchain and cryptocurrency transaction networks. The review
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l Identification

Screning

followed the Preferred Reporting Items for Systematic Reviews and Meta-Analyses (PRISMA

2020) guidelines to ensure a transparent and systematic study-selection process [18], [19].

The review covers literature published between 2018 and June 2026. The starting year
was selected to capture the development and application of graph-based deep-learning meth-
ods to fraud, anomaly, and transaction-network problems. The search covered both block-
chain-specific fraud-detection studies and closely related methodological research on dynamic
graph learning, adversarial robustness, and explainability where relevant to blockchain trans-
action analysis. The review process comprised identification, screening, eligibility assessment,
quality assessment, and final inclusion. Potentially relevant records were retrieved from the
selected bibliographic databases and additional sources using predefined search terms and
Boolean operators. Duplicate records were identified based on bibliographic information, in-
cluding publication title, authorship, publication year, and DOI where available. Ambiguous

matches were manually checked before removal.

Following deduplication and predefined pre-screening exclusions, the remaining records
underwent title and abstract screening. Potentially relevant studies were then assessed in full
text against the predefined inclusion and exclusion criteria. Eligibility was determined based
on relevance to blockchain or cryptocurrency fraud, illicit activity, anomaly detection, or
transaction analysis; the use or methodological relevance of graph-based learning; and the
availability of sufficient methodological information for assessment. Where multiple exclu-
sion criteria applied, a single primary reason was assigned according to the predefined decision
hierarchy. Studies meeting the eligibility requirements underwent quality assessment, and
those satisfying the predefined quality requirements and providing sufficient evidence for
qualitative synthesis were retained in the final review. The overall selection procedure follows

the PRISMA 2020 reporting structure [18], [19].

The review was structured around three interconnected analytical themes: (i) dynamic
blockchain fraud detection, (ii) adversarial robustness, and (iii) explainability. GNN architec-
tures, graph representation learning, datasets, and optimisation techniques were treated as
supporting methodological dimensions. This structure maintains alignment among the review
methodology, research questions, literature synthesis, and research roadmap.

Records identified from databases
(n=3,941)

IEEE Xplore (n =512)

ACM Digital Library (n = 384)

ScienceDirect (n = 628)

SpringerLink (n = 615)

Wiley Online Library (n = 276)

Scopus (n = 842)

Web of Science (n = 684)

Records removed before screening
(n=1,605)

Duplicate records removed
(n=1,287)

Records marked as ineligible by
automation tools (n = 215)

Records removed for other
reasons (n = 103)

Total (n =1,605)

Total (n = 3,941)
v

Records screened (title/abstract)
(n=4,331-1,605 = 2,726)

Additional records identified
through other sources (n = 390)
Google Scholar (n = 186)

Backward citation searching (n = 92)
Forward citation searching (n = 78)
Hand searching (n = 34)

Total (n = 390)

Records excluded (n = 2,064)

v

Reports sought for retrieval
(n=662)

Reports not retrieved
(n=66)

!

‘ Eligibility

|

Quality
Assessment

Reports assessed for eligibility
(full-text assessment)
(n=596)

Y

Reports excluded (n = 442)

Not focused on fraud detection (n = 144)

Not GNN-based solutions (n = 108)

Not addressing robustness/
explainability (n = 84)

No empirical evaluation (n = 70)

Other reasons (n = 36)

Studies eligible for quality assessment
(n =154)

|

Included

Studies included in qualitative synthesis
(final review)
(n=76)

Studies excluded after quality assessment
(n=178)
Low methodological quality
(score < 4.0) or incomplete reporting

; o
Notes: All exclusion reasons at the eligibility stage are mutually exclusive. Each excluded report was assigned
one primary reason based on a predefined decision hierarchy, ensuring no double counting.

Identification
Total records identified
Duplicates & other removed
Records screened
Records excluded
Eligibility
Reports sought for retrieval
Reports not retrieved 2
Reports assessed for eligibility :
Reports excluded 2

Quality Assessment
Studies eligible for QA
Studies excluded after QA

Included

Studies included in
qualitative synthesis

PRISMA 2020 SUMMARY

4,331
1,605
2,726
2,064

662
66
596
442

154
78

76

sufficient data for analysis.

Final synthesis based on 76 studies
that met quality criteria and provided

Figure 1. PRISMA 2020 flow diagram of the literature identification, screening, eligibility assessment, and study inclusion process.
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Figure 1 summarizes the study-selection process from identification to final inclusion.
At the eligibility stage, exclusion reasons were assigned using mutually exclusive primary cat-
egories so that each excluded report was counted once. The resulting counts provide a trace-
able progression from the 4,331 identified records to the 76 studies retained for qualitative
synthesis [18], [19].

2.2. Research Questions

The research questions were formulated to reflect the central objective of the review
while maintaining a clear distinction between the three core themes and supporting method-
ological issues. The following questions guided the search, screening, extraction, and synthesis
processes:

e RQ1: What GNN-based approaches have been proposed for fraud detection in block-
chain and cryptocurrency transaction networks?

e RQ2: How are dynamic and temporal graph-learning techniques used to model evolving
transaction relationships and changing fraud patterns?

e RQ3: What adversarial threats and defence mechanisms have been investigated to im-
prove the robustness of GNN-based fraud detection?

e RQ4: What explainability techniques have been applied to GNN-based fraud detection,
and what limitations affect their practical usefulness?

e RQS5: What trade-offs emerge across existing approaches in terms of detection effective-
ness, robustness, explainability, scalability, computational requirements, and suitability
for dynamic blockchain environments?

e  RQO6: What evidence gaps and future research directions emerge towards integrated,
adaptive, adversarially robust, and explainable GNN-based blockchain fraud-detection
systems?

2.3. Search Strategy

A structured search strategy was developed to identify studies relevant to GNN-based
blockchain fraud detection and the principal analytical themes of the review, namely dynamic
and temporal graph learning, adversarial robustness, and explainability. Searches were con-
ducted across IEEE Xplore, ACM Digital Library, ScienceDirect, SpringerLink, Wiley Online
Library, Scopus, and Web of Science. Additional records were identified through Google
Scholar, backward and forward citation searching, and targeted hand searching. The literature
search commenced in December 2025 and was updated through June 2026 to capture recent
developments in the field.

The search covered publications published between 2018 and June 2026. The initial da-
tabase search was structured around three core conceptual groups: (i) blockchain and crypto-
currency, (ii) fraud and illicit activity, and (iii) graph neural networks and graph learning. These
groups were used to retrieve studies broadly relevant to GNN-based fraud detection in block-
chain and cryptocurrency transaction networks. The general search structure was:

("blockchain" OR "cryptocurrency” OR "Bitcoin" OR "Ethereum") AND ("fraud de-
tection" OR "illicit transaction" OR "financial fraud" OR "money laundering") AND ("graph
neural network" OR "GNN" OR "graph learning")

The retrieved studies were subsequently screened and analyzed with particular attention
to a fourth conceptual group covering (iv) dynamic and temporal graph learning, adversarial
robustness, and explainability. These aspects were used to classify and organize relevant stud-
ies during screening, data extraction, and thematic synthesis rather than being treated as sep-
arate Boolean blocks in the initial database search. This approach enabled the review to cap-
ture studies addressing the principal analytical themes while maintaining a focused and repro-
ducible initial search strategy.

The general search structure was translated into database-specific formulations to ac-
commodate differences in field operators, Boolean syntax, phrase searching, and indexing
conventions. The three core search groups were maintained across the selected databases,
while the fourth conceptual group informed the subsequent screening, data extraction, and
thematic synthesis. This approach ensured consistency in the initial retrieval process while
allowing the review to examine dynamic and temporal learning, adversarial robustness, and
explainability as interconnected analytical dimensions [4], [6], [10].
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2.3.1. Database-Specific Search Procedures

Searches were conducted from December 2025 to June 2026 across the selected biblio-
graphic databases. The general search structure was adapted to the indexing and query syntax
supported by each database while preserving the same conceptual components: (i) blockchain
and cryptocurrency, (ii) fraud and illicit activity, (iif) graph learning, and (iv) dynamic learning,
adversarial robustness, and explainability. Database-specific adaptations included field re-
strictions, Boolean operators, phrase-search conventions, and truncation or wildcard syntax
where supported. These adaptations were intended to maintain conceptual equivalence across
databases without changing the substantive inclusion scope.

Table 1. This is a table. Tables should be placed in the main text near to the first time they are cited.

Database Search period Database-specific search query Adaptation applied

IEEE  Dec.

Xplore

ACM Digi- Dec.

tal Library

ScienceDi- Dec.

rect

Spring-  Dec.

erLink

Wiley
Online Li-
brary

Dec.

Scopus

Web of Sci- Dec.

ence

Dec.

("blockchain" OR "cryptocurrency” OR Bitcoin OR Ethereum) AND
2025—June ("fraud detection" OR "illicit transaction" OR "financial fraud" OR
2026 "money laundering") AND ("graph neural network" OR GNN OR

"graph learning")
(("blockchain" OR cryptocurrency OR Bitcoin OR Ethereum) AND
("fraud detection" OR "illicit transaction" OR "financial fraud" OR  p,rentheses and Boolean opera-
2025—June "money laundering") AND ("graph neural network" OR GNN OR ¢4 adapted to ACM Digital Li-
2026 "graph lcarning") brary.

Boolean operators and exact-
phrase searching adapted to
IEEE Xplore search syntax.

("blockchain" OR cryptocurrency OR Bitcoin OR Ethereum) AND
2025—June ("fraud detection" OR "illicit transaction" OR "financial fraud" OR
2026 "money laundering") AND ("graph neural network” OR GNN OR

"oraph learning")

Phrase searching and Boolean
combinations adapted to Sci-
enceDirect.

blockchain OR cryptocurrency OR Bitcoin OR Ethereum AND "fraud Search terms were adapted to
detection" OR "illicit transaction" OR "financial fraud" AND "graph SpringerLink's broader keyword-
neural network" OR GNN OR "graph learning" search interface.
("blockchain" OR "cryptocurrency” OR Bitcoin OR Ethereum) AND
2025—June ("fraud detection" OR "illicit transaction" OR "financial fraud" OR
2026 "money laundering") AND ("graph neural network” OR GNN OR
"oraph learning")

TITLE-ABS-KEY ((blockchain OR cryptocurrency OR Bitcoin OR
2025—June Ethereum) AND ("fraud detection" OR "illicit transaction" OR "finan-
2026 cial fraud" OR "money laundering") AND ("graph neural network"

OR GNN OR "graph learning"))

TS=((blockchain OR cryptocurrency OR Bitcoin OR Ethereum) AND
2025—June ("fraud detection" OR "illicit transaction" OR "financial fraud" OR
2026 "money laundering") AND ("graph neural network" OR GNN OR
"oraph learning"))

2025—June
2026

Boolean and phrase-search syn-
tax adapted to Wiley's search in-
terface.

TTTLE-ABS-KEY field re-
striction used to search titles, ab-
stracts, and keywords.

TS topic-field syntax used to
search title, abstract, author key-
words, and related indexed terms.

Figure 2 presents the dominant terminology identified across the retrieved literature. The
prominence of terms related to blockchain, fraud detection, graph neural networks, transac-
tion analysis, anomaly detection, robustness, and explainability provides an exploratory over-
view of the research vocabulary. This analysis is used to contextualize the evidence base and
does not determine study eligibility or research effectiveness.

Figure 3 complements the keyword-frequency analysis by illustrating relationships
among frequently occurring terms in the retrieved literature. The resulting patterns provide
an exploratory view of how blockchain fraud detection, graph learning, adversarial robust-
ness, temporal modelling, and explainability are connected within the research corpus. These
patterns support the thematic organization of the subsequent synthesis but do not replace the
formal study-selection and quality-assessment procedures.
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Figure 3. Textual relationship analysis of the retrieved literature based on the review search corpus.

2.4. Inclusion and Exclusion Criteria

Studies were considered eligible when they satisfied the predefined inclusion criteria and

did not meet any of the exclusion criteria presented below.
Studies were included if they:

e were published between 2018 and June 2026;

e  were written in English;

e  were peer-reviewed journal articles, conference papers, or other scholatly publications
meeting the review's evidence requirements;

e addressed blockchain, cryptocurrency, or transaction-network fraud, illicit activity, or
anomaly detection;

e investigated GNNs, graph learning, graph representation learning, or closely related
graph-based methods; or

e  investigated dynamic graph learning, adversarial robustness, or explainability with direct
methodological relevance to GNN-based fraud or anomaly detection in transaction net-
works; and

e  provided sufficient methodological information to support qualitative comparison.

Studies were excluded if they:

e  were published outside the 2018—June 2026 period,;

e  were not written in English;

e were editorials, news articles, opinion pieces, patents, theses, or non-scholatly web con-
tent;

e focused exclusively on conventional fraud-detection methods without graph-based rele-
vance;
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e addressed blockchain applications unrelated to fraud, illicit activity, anomaly detection,
or transaction analysis;

e lacked sufficient methodological information for meaningful assessment; or

e were duplicate records identified across databases.

At the full-text eligibility stage, exclusion reasons were assigned using mutually exclusive
primary categories to ensure numerical traceability. When a report met more than one exclu-
sion criterion, the first applicable reason in the predefined decision hierarchy was recorded as
the primary reason for exclusion. Each excluded report was therefore counted only once,
allowing the exclusion categories reported in Figure 1 to be traced directly to the total number
of reports excluded at the eligibility stage. The reported exclusion categories sum to the 392
reports excluded at this stage.

Eligibility decisions were made sequentially at the title-and-abstract and full-text stages.
During title and abstract screening, records were retained when the available information in-
dicated potential relevance to the review scope. Potentially eligible records were then assessed
in full text against all predefined criteria. A study was retained when it addressed blockchain,
cryptocurrency, or transaction-network fraud, illicit activity, or anomaly detection; investi-
gated GNNSs, graph learning, or a methodologically relevant graph-based approach; and pro-
vided sufficient methodological information for qualitative comparison. Reports that failed
one or more mandatory eligibility requirements were excluded. When multiple exclusion cri-
teria applied, only one primary exclusion reason was recorded according to the predefined
decision hierarchy. This procedure ensured consistent eligibility decisions and prevented dou-
ble counting of excluded reports.

2.5. Quality Assessment Criteria

The methodological quality of the included studies was evaluated using a structured as-
sessment framework developed for this review. The assessment examined whether each study
clearly reported its research objectives, data source, graph construction procedure, model ar-
chitecture, experimental design, evaluation measures, comparison baselines, and study limita-
tions. For studies addressing adversarial robustness, the assessment additionally considered
the clarity of the threat model and robustness evaluation. For studies addressing explainability,
the assessment considered whether the explanation method and its evaluation procedure were
adequately reported. These criteria allowed methodological quality to be assessed in relation
to the specific contribution and design of each study rather than assuming identical experi-
mental requirements across all studies.

The scores were summed to obtain a maximum quality score of 9.0 per study. The re-
sulting scores were used to assess reporting completeness and methodological quality and to
support the selection of studies for the final evidence synthesis. Table 3 illustrates the appli-
cation of the quality-assessment criteria to a sample of studies. The assessment covers general
methodological reporting as well as the specific dimensions of adversarial robustness and
explainability where applicable.

The quality levels were classified according to the cumulative scores obtained from the
nine assessment criteria. As summarised in Table 4, studies scoring 7.0 or above were classi-
fied as High Quality, those scoring from 4.0 to below 7.0 as Medium Quality, and those scot-
ing below 4.0 as Low Quality. This classification provided a consistent basis for determining
the methodological strength of the studies considered for the final synthesis.

The nine assessment criteria used in the quality-assessment procedure are presented in
Table 5. These criteria cover the clarity of the research design, adequacy of methodological
reporting, dataset and model description, evaluation procedures, and discussion of limitations.
QA5 and QAG capture the review-specific dimensions of adversarial robustness and explain-
ability, respectively, where these dimensions are relevant to the scope of the assessed study.

Following the full-text eligibility assessment, 154 studies satisfied the predefined inclu-
sion criteria and were subjected to quality assessment using the nine criteria (QA1-QAD9).
Each criterion was scored as Yes (1), Partially (0.5), or No (0), producing a maximum cumu-
lative score of 9.0 per study. The quality assessment served as a secondary selection stage to
evaluate methodological rigour, reporting completeness, and the suitability of eligible studies
for inclusion in the final evidence synthesis. The resulting distribution of studies across the
three quality levels and the corresponding selection decisions are presented in Table 6. Studies
classified as High Quality, with cumulative scores of 7.0 or above, were retained for the final
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qualitative synthesis. Studies classified as Medium or Low Quality were excluded after the
quality-assessment stage.

Table 3. Illustrative Examples of Quality Assessment Application

No. Study QA1 QA2 QA3 QA4 QA5 QA6 QA7 QAS QA9 gc";f; %:;le
T2 v v v v ~ ~ v v v 7.5 High
2 21 v v v v v v v v v 9.0 High
3 [22] v v v v ~ ~ v v ~ 6.5 High
4 23] v v v v v v v v v 9.0 High
5  [24] v v v v v ~ v v ~ 7.5 High
6 [25] v v v ~ ~ ~ v v ~ 55  Medium
7 [20] v v v v v v v v v 9.0 High
8 271 v v v v v v v v 8.5 High
9 [25] N4 N4 Vv Vv ~ ~ v Vv ~ 6.5 Medium
10 [12] v v v v v v v v v 9.0 High
11 [2§] v v v v ~ v v v ~ 7.5 High
12 1] v v v ~ v ~ v v ~ 6.5  Medium
13 29 v v v v v v v v 9.0 High
4 300 Vv v v v ~ v v v ~ 7.5 High
15 [31] v v v v v v v v v 9.0 High

Note: V' = Yes (1); ~ = Partially (0.5); X = No (0).

Table 4. Quality-Level Classification.
Quality level Score range
High Quality 270
Medium Quality 4.0 = Score < 7.0
Low Quality <4.0
Table 5. Quality Assessment Criteria.
Code Criterion
QA1 Clear objectives
QA2 Methodology adequately described
QA3 Dataset cleatly identified
QA4 GNN model clearly described
QA5 Adversatial robustness addressed
QA6 Explainability addressed
QA7 Evaluation metrics reported
QA8 Results adequately validated
QA9 Limitations and future work discussed
Table 6. Quality Assessment Results and Final Study Selection
Quality level Score range Number of studies Decision
High Quality =70 76 Included in final synthesis
Medium Quality 4.0-6.5 50 Excluded after quality assessment
Low Quality <4.0 28 Excluded after quality assessment
Total — 154 —
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As shown in Table 6, 76 of the 154 studies subjected to quality assessment met the High-
Quality threshold and were retained for the final qualitative synthesis. The remaining 78 stud-
ies, comprising 50 Medium-Quality and 28 Low-Quality studies, were excluded after the qual-
ity-assessment stage. This quality-based selection constituted the final filtering stage of the
review process and corresponds to the final stage of the PRISMA flow diagram.

2.6. Data Extraction and Synthesis

A structured data-extraction framework was developed to ensure consistency and com-
parability across the included studies. The extracted information covered publication year,
research objective, blockchain or cryptocurrency platform, fraud or illicit-activity type, da-
taset, graph representation, GNN architecture, learning paradigm, temporal or dynamic
mechanism, adversarial threat model, defence mechanism, explainability technique, evalua-
tion metrics, baseline methods, scalability considerations, computational requirements, re-
ported limitations, and future research directions [1], [2], [31]. This framework enabled the
review to capture both the methodological characteristics of individual studies and the factors
relevant to their practical applicability.

The extracted studies were subsequently organized into the major analytical categories
of the review: GNN-based fraud detection, dynamic graph learning, adversarial robustness,
and explainability [31]. Supporting dimensions, including graph representation, optimization,
datasets, and evaluation metrics, were retained to provide methodological context and facili-
tate cross-study comparison but were not treated as independent central themes. This organ-
ization allowed related approaches to be examined within a common analytical structure while
preserving differences in their methodological assumptions and application settings.

The synthesis employed a thematic and comparative approach rather than simply sum-
marizing individual studies. Studies were compared in terms of their research objectives,
methodological assumptions, strengths, limitations, computational requirements, scalability,
robustness, explainability, and applicability to evolving blockchain environments. The analysis
also examined recurring trade-offs across the literature, including predictive performance ver-
sus computational cost, model complexity versus interpretability, static versus adaptive learn-
ing, and robustness versus model utility [32]. These comparisons were used to identify areas
of convergence, methodological differences, and limitations that may affect the practical de-
ployment of GNN-based fraud detection systems.

Research maturity was further assessed by considering the extent to which proposed
approaches had progressed beyond evaluation on benchmark datasets towards more realistic
dynamic, adversarial, and operational conditions. This distinction is important because recent
evidence indicates that dynamic GNN research continues to face challenges related to scala-
bility, realistic datasets, and interpretability [6], [33], [34]. Similarly, broader research on trust-
worthy GNNs identifies robustness and explainability as important and interconnected di-
mensions of trustworthy graph learning [10]. Accordingly, the synthesis considered not only
reported predictive performance but also the extent to which studies addressed the practical
requirements of robustness, adaptability, interpretability, and scalability. The resulting cross-
study synthesis is presented in Section 4, covering research trends, methodological trade-offs,
strengths and limitations, research maturity, and evidence gaps. The identified gaps and limi-
tations subsequently inform the future research roadmap presented in Section 5.

3. Solution-Based Literature Review

The literature on blockchain and financial fraud detection has progressively shifted from
conventional machine-learning approaches towards graph-based representation learning,
temporal graph learning, adversarially robust models, and explainable artificial intelligence
(XAI) [35], [36]. This transition reflects the relational nature of blockchain transaction envi-
ronments, in which fraudulent behaviour may emerge from interactions among multiple ac-
counts, transactions, and other entities rather than from the attributes of an individual trans-
action alone. Recent systematic evidence shows that GNNs have become increasingly prom-
inent in financial fraud detection because they can exploit these relational structures and sup-
port node-, edge-, and graph-level anomaly detection [4]. At the same time, broader research
on GNNss identifies persistent challenges related to scalability, robustness, explainability, and
deployment under realistic conditions [10], [37]. These challenges are particularly relevant to
blockchain environments, where transaction graphs continuously evolve, fraudulent actors
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may adapt their behavior, and detection decisions may need to withstand deliberate manipu-
lation while remaining interpretable to investigators and other stakeholders.

The reviewed solutions are therefore organized into five analytical areas that operation-
alize the three core themes established in the review methodology: GNN-based fraud detec-
tion; graph representation and dynamic learning; adversarial robustness and defence; explain-
able and trustworthy GNNs; and benchmark datasets and evaluation approaches. The first
four areas describe the principal solution mechanisms identified across the literature, whereas
datasets and evaluation approaches provide the supporting basis for determining whether
those solutions are reliable, scalable, robust, and applicable to evolving blockchain environ-
ments. This organization enables the review to move beyond an architecture-by-architecture
description by examining what problem each solution addresses, what methodological ad-
vantages it provides, what limitations remain, and how the different solution dimensions in-
teract in the development of trustworthy blockchain fraud-detection systems. The cross-study
comparisons presented in the following subsections therefore focus not only on reported
detection performance but also on adaptability, robustness, explainability, computational re-
quirements, scalability, and practical suitability.

3.1. GNIN-Based Solutions for Blockchain Fraud Detection

Graph Neural Networks provide a natural framework for modelling blockchain transac-
tion networks because they learn representations by propagating information across con-
nected entities. In a transaction graph, nodes may represent wallets, accounts, addresses, or
other entities, while edges represent transactions or interactions, with relevant attributes in-
corporated as node or edge features. This representation allows fraud-detection models to
consider both the characteristics of individual entities and the relational context in which
transactions occur. Such relational modelling is particularly important when suspicious be-
havior is distributed across multiple connected entities rather than expressed through the at-
tributes of a single transaction. The ability to exploit this graph structure is consequently one
of the principal reasons GNNs have become increasingly important in financial fraud detec-
tion [4], [38].

The reviewed literature shows an architectural progression from relatively simple neigh-
borhood aggregation towards increasingly adaptive, expressive, heterogeneous, and scalable
graph-learning mechanisms. Eatly approaches commonly relied on Graph Convolutional
Networks (GCNs), which aggregate information from neighboring nodes to construct node
representations. GCNs provide a relatively straightforward foundation for exploiting local
transaction relationships and have therefore served as an important baseline for subsequent
graph-learning approaches [39], [40]. Their limitations, however, become more apparent as
graph depth increases or when the undetlying transaction network contains complex struc-
tural dependencies, since repeated neighborhood aggregation can introduce information loss
or over-smoothing. Graph Attention Networks (GATSs) address part of this limitation by as-
signing different attention weights to neighboring nodes, allowing the model to emphasize
relationships that are more informative for a given prediction. This selective aggregation is
particulatly relevant to fraud detection because transaction relationships are unlikely to con-
tribute equally to the identification of suspicious behavior. Recent financial fraud research has
consequently continued to investigate attention-based mechanisms for representing complex
transaction relationships [41].

GraphSAGE provides a different response to the scale of transaction networks by using
neighborhood sampling rather than aggregating information from every neighbor. Its induc-
tive formulation and sampling mechanism make it particularly relevant to large or evolving
graphs in which exhaustive neighborhood aggregation may become computationally expen-
sive. This provides an important scalability advantage for blockchain applications, although
sampling introduces a corresponding trade-off: structurally or behaviorally informative neigh-
bors may be omitted when they are not selected during aggregation [8], [42]. Graph Isomor-
phism Networks (GINs), in contrast, emphasize the expressive capability of graph aggrega-
tion and are designed to distinguish structural patterns that may be difficult for less expressive
architectures to separate. More recent fraud-detection studies have also explored combina-
tions of graph-representation mechanisms to capture complementary structural information,
indicating a broader movement towards architectures tailored to the characteristics of specific
fraud environments rather than relying on a single generic GNN architecture [26], [43].
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The increasing complexity of blockchain transaction ecosystems has also motivated het-
erogeneous and long-range graph-learning approaches. Heterogeneous GNNs are particularly
relevant when a transaction environment contains multiple entity and relationship types, such
as wallets, transactions, smart contracts, exchanges, and decentralized applications. By explic-
itly preserving these semantic distinctions, heterogeneous representations can retain infor-
mation that may be lost when the entire ecosystem is reduced to a homogeneous graph [20].
Evidence from financial fraud research demonstrates the value of combining heterogeneous
connectivity with graph learning, particularly in transaction networks characterized by com-
plex and imbalanced relationships [22]. Graph Transformer architectures provide another ex-
tension by employing attention mechanisms to model broader dependencies within graph
structures. Their capacity to capture relationships beyond immediate neighborhoods may be
useful when fraudulent behavior involves multiple intermediate entities; however, the addi-
tional representational capacity also increases computational requirements and therefore in-
troduces a significant scalability consideration for large transaction graphs [44].

Hybrid GNN approaches extend this architectural progression by combining comple-
mentary learning mechanisms rather than relying on a single aggregation strategy. These ap-
proaches may integrate graph learning with attention, sequential learning, neighborhood sam-
pling, or adaptive aggregation to capture different aspects of transaction structure and behav-
ior. Recent financial fraud studies, for example, have combined GNNs with self-attention
and neighborhood sampling to model irregular transactions and customer relationships while
improving computational efficiency [42]. Other approaches have incorporated adaptive ag-
gregation to address contextual and camouflage-related fraud behaviors [41]. Taken together,
these studies indicate that architectural development is increasingly driven by specific limita-
tions of blockchain and financial transaction graphs, including scale, heterogeneity, irregular-
ity, structural complexity, and the ability of fraudulent entities to conceal their relationships
within legitimate activity.

Table 7. Comparative Characteristics of GNN Architectures for Blockchain Fraud Detection

Architecture Main capability Strength Main limitation Scalability Suitable scenario
GCN Local struqural Simple and.effectlve Over-smoothing and neigh- Moderate Basic transaction-
aggregation baseline bourhood dependence network detection
GAT Attentlon—based E@pha51ze§ 1nfqrrna— Higher computational cost Moderate Selective relgtlonshlp
aggregation tive relationships modelling
GraphSAGE Sampled ne1ghl?0r— Inductive and Sa.tmphng may lf)se 1nforma— High Large and evolving
hood aggregation scalable tive structural information graphs
GIN Expressive §tructural Str.ong. st;uctcural Higher model complexity Moderate Complex structural
learning discrimination fraud patterns
Heterogeneous ~ Multiple node and ~ Preserves semantic More complex graph Multi-entity blockchain
. . . . Moderate
GNN edge types relationships construction and modelling ecosystems
Graph Long-range attention Captures bro.ader High computamonal Moderate_Low Mulu—bop f.raud
Transformer dependencies requirements relationships
Hybrid GNN Combines comple— Flex%ble representa- Increased arch}tectural Model-dependent Complex fraud
mentary mechanisms tion learning complexity environments

Note: The comparative characteristics in Table 7 should be interpreted as a synthesis of the reviewed literature rather than as universal
properties of every implementation within each architectural family. Actual scalability and performance depend on graph size, graph
construction, implementation, optimization strategy, hardware resources, and evaluation protocol [42], [44], [45].

The comparative evidence therefore does not support a universal ranking of GNN ar-
chitectures for blockchain fraud detection. Instead, the suitability of an architecture depends
on the characteristics of the transaction graph and the requirements of the detection task.
GCNs provide a relatively simple and interpretable baseline for local structural aggregation;
GATs offer more selective relationship modelling; GraphSAGE provides an attractive option
for large graphs through neighborhood sampling; GINs emphasize structural discrimination;
heterogeneous GNNs preserve semantic distinctions among multiple entity and relationship
types; Graph Transformers offer greater capacity for modelling broader dependencies; and
hybrid architectures provide flexibility by combining complementary mechanisms. These ad-
vantages are accompanied by corresponding limitations involving over-smoothing, sampling-
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Representation

induced information loss, graph-construction complexity, model complexity, or computa-
tional cost. Recent blockchain anomaly-detection experiments comparing GCN, GAT,
GraphSAGE, and specialized GNN models further demonstrate that performance differ-
ences vary according to the dataset and evaluation metrics [45]. The evidence therefore favors
a task- and context-dependent selection of GNN architectures, rather than treating any indi-
vidual architecture as universally supetior.

The main comparative characteristics of the reviewed GNN architectures are summa-
rized in Table 7. The table is intended to complement the cross-study discussion by relating
each architectural family to its principal capability, strength, limitation, scalability profile, and
potential suitability for blockchain fraud-detection scenarios. Figure 4 should provide a high-
level taxonomy of the architectural progression discussed in this subsection, linking each
GNN family to the principal problem it addresses and its associated trade-off. In particular,
the figure should distinguish the progression from local structural aggregation to attention-
based, sampled, expressive, heterogeneous, long-range, and hybrid representation learning,.
Its purpose is to visually support the comparative synthesis rather than merely illustrate the
internal structure of individual architectures.
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GraphSAGE

GIN
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T

[ 1. GNN ArchitecturesJ

T Adversarial Attack Types
(Graph Injection, Edge
GNN-Based Manipulation, etc.)
2. Graph Repr?sentation Solutions for 3. Robu§tness & Graph Purification
& Learning Blockchain Fraud Adversarial Defense Adversarial Training
Detection Certified Robustness
Robust GNN Models
PR -
4. Explainable Al ‘ 5. Fraud Detection 6. Datasets &
(XAI) Optimization Evaluation
GNNEXxplainer Imbalanced Learning Benchmark Datasets
PGExplainer Cost-sensitive Learning (ELLIPTIC, BTC, ETH, etc.)
GraphLIME Anomaly Detection Evaluation Metrics
SubgraphX Semi-supervised Learning (AUC, F1, Precision, Recall)
Counterfactual Explanation Hyperparameter Optimization Cross-Validation
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Figure 4. Taxonomy of GNN-based solutions for blockchain fraud detection

3.2. Graph Representation and Dynamic Blockchain Learning

The effectiveness of GNN-based fraud detection depends substantially on how the un-
detlying transaction network is represented. Graph representation learning transforms trans-
action relationships and entity characteristics into representations that can support classifica-
tion, anomaly detection, or link prediction. In financial fraud detection, accounts or addresses
can be represented as nodes and transactions as edges, with transaction amounts, timestamps,
and other attributes incorporated as node or edge features [4], [34]. The choice of graph rep-
resentation therefore directly influences the structural and behavioral information available
to the detection model.

Graph construction may be homogeneous or heterogeneous. Homogeneous represen-
tations simplify the learning process by using common node and edge types, whereas hetero-
geneous graphs preserve multiple entity and relationship types and can provide richer seman-
tic information. This additional expressiveness, however, introduces greater graph-construc-
tion and modelling complexity. Recent financial fraud research demonstrates the potential of
combining heterogeneous connectivity, neighborhood sampling, and attention mechanisms
to address the structural complexity and class imbalance of transaction networks [22]. Thus,
graph representation is not simply a preprocessing step but an important component of the
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detection solution, particularly when fraudulent behavior involves interactions among differ-
ent types of entities.

The challenge becomes more pronounced as blockchain transaction networks continu-
ously evolve. New addresses and transactions are generated over time, existing relationships
change, and fraudulent entities may adapt their behavior in response to detection mecha-
nisms. A static graph representation can consequently become outdated as the transaction
environment changes. Dynamic graph learning addresses this limitation by incorporating tem-
poral information into graph representation and prediction [28]. As illustrated in Figure 5, the
evolution from relatively small transaction networks to increasingly complex and continu-
ously changing graphs creates interconnected challenges involving continuous data genera-
tion, scalability, temporal dependencies, concept drift, real-time detection, adversatial adap-
tation, and interpretability.

CONTINUOUS EVOLUTION
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Figure 5. Dynamic graph representation and temporal learning for evolving blockchain transaction
networks.

The reviewed studies provide evidence of the transition from static graph representa-
tions towards temporal and dynamic learning. Study [7] investigated temporal graph convo-
lutional networks combined with LSTM-based learning for anti-money-laundering detection
using Bitcoin data. Similarly, [1] proposed feature-gated temporal graph learning for illicit
Bitcoin transaction detection, while [28] developed CoSemiGNN using dynamic graph neural
networks for blockchain fraud detection. Collectively, these studies indicate that temporal
modelling enables fraud-detection systems to account for changes in transaction relationships
and behavioral patterns over time. However, the reviewed evidence also suggests that dy-
namic approaches remain less mature than conventional static GNN models, particularly with
respect to robustness evaluation and explainability.

Recent financial fraud research further supports the integration of temporal and struc-
tural information. DyHDGE, for example, was proposed as a dynamic heterogeneous trans-
action graph embedding approach that jointly models temporal and structural information in
financial transaction networks. This direction is particularly relevant to blockchain fraud de-
tection because suspicious activities may become apparent only when sequences of related
transactions are examined over time rather than when individual transactions are considered
independently. Nevertheless, dynamic modelling introduces additional computational and
memory requirements, as continuously updating graph representations can become increas-
ingly expensive as transaction volume and graph complexity grow.

More importantly, the use of temporal information does not automatically guarantee
adaptation to evolving fraud behavior. A model may incorporate timestamps while continuing
to rely on assumptions derived from historical data distributions. Changes in fraud strategies
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may therefore introduce concept drift that cannot be addressed simply by adding a temporal
component. Effective dynamic blockchain fraud detection consequently requires mechanisms
that can update graph representations while responding to changes in behavioral patterns,
maintaining computational efficiency, and supporting timely detection.

Opverall, the literature indicates that graph representation and dynamic learning address
complementary limitations of conventional fraud detection. Heterogeneous representations
provide richer information about diverse entities and relationships, while temporal mecha-
nisms capture how those relationships evolve. However, increasing representational and tem-
poral complexity also increases computational demands and does not, by itself, resolve ad-
versarial manipulation or explainability. The evidence therefore points towards a need for
adaptive graph-learning solutions that can remain informative and computationally feasible
while operating on evolving transaction networks. This requirement provides a direct basis
for considering adversarial robustness as a further dimension of blockchain fraud-detection
solutions.

3.3. Adversarial Robustness and Defence

The deployment of GNNs in security-sensitive applications introduces an important
concern regarding adversarial manipulation. Because GNN predictions depend on graph to-
pology, node attributes, relationships, and training data, deliberate changes to these compo-
nents can affect the learned representations and ultimately alter fraud-detection decisions.
Research on adversarial GNNs distinguishes several attack settings, including graph modifi-
cation and graph injection, as well as poisoning, evasion, and backdoor scenarios [46]. These
vulnerabilities are particularly relevant to fraud detection because malicious actors may delib-
erately manipulate transaction relationships or observable characteristics to reduce the likeli-
hood of detection.

Adversarial attacks can occur at different stages of the learning pipeline. During training,
poisoning attacks seck to influence the model by modifying training data or graph structures.
During inference, evasion attacks attempt to alter the input graph or fraudulent behavior so
that malicious entities are classified as legitimate. Graph injection attacks introduce new nodes
ot relationships, whereas graph modification attacks alter existing structures [47]. These attack
types affect different components or stages of the detection process and therefore require
defence mechanisms that are aligned with the assumed threat model.

The corresponding defence literature has developed several solution categories. Train-
ing-stage strategies include adversarial training, robust aggregation, and modifications to mes-
sage-passing mechanisms, whereas inference-stage approaches can include graph purification,
anomaly filtering, and other mechanisms designed to identify or suppress suspicious graph
components. These approaches indicate that GNN robustness cannot be addressed solely at
the architectural level because both graph structure and message-passing processes influence
how perturbations propagate through the model [48], [49]. The effectiveness of a defence
therefore depends on the characteristics of the attack as well as the assumptions under which
the model is trained and evaluated.

Adversarial training is particularly relevant because exposing a model to perturbed ex-
amples during learning can encourage representations that are less sensitive to specific per-
turbations. However, its effectiveness remains dependent on the attack model used during
training. A model optimized against one perturbation strategy may not necessarily remain
robust against a different or adaptive attack. This limitation highlights the importance of ex-
plicitly defining the threat model and evaluating robustness against attack conditions that are
representative of the intended deployment environment [48]. Consequently, reporting per-
formance against a single predefined perturbation provides only limited evidence of general
adversarial resilience.

For blockchain fraud detection, the principal attack types identified in the reviewed lit-
erature include node injection, edge manipulation, feature perturbation, evasion, and poison-
ing attacks, as illustrated in Figure 6. Node injection introduces artificial entities into the trans-
action graph, while edge manipulation adds, deletes, or modifies transactional relationships.
Feature perturbation alters attributes such as transaction amounts, frequencies, or timestamps
to disguise malicious behavior. Evasion attacks target the inference process by moditying
fraudulent behavior or transactions to bypass an established detection model, whereas poi-
soning attacks compromise the learning process through malicious or mislabelled training
data [50]. These attack types can produce reduced detection accuracy, increased false
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negatives, successful evasion of fraudulent activities, loss of trust in detection systems, finan-
cial losses, and regulatory or compliance risks.

The reviewed evidence also reveals a limitation in the alignment between adversarial
GNN research and blockchain fraud detection. Study [5] examined the robustness of GNN
defence mechanisms, while [48] investigated adversarial training for GNNs and highlighted
important limitations and challenges associated with existing defence strategies. More recent
studies, including [47] and [43], proposed robust GNN atchitectures and defence mechanisms
against graph adversarial attacks. However, these contributions are predominantly situated in
general graph-learning environments rather than specifically in dynamic blockchain transac-
tion networks. The resulting gap is therefore not the absence of adversarial GNN research,
but the limited empirical integration and evaluation of these robustness solutions under the
dynamic, heterogeneous, and fraud-specific characteristics of blockchain transaction graphs.

Types of Attacks on GNN-Based
Fraud Detection
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Figure 6. Adversarial attack surfaces and defence strategies in GNN-based blockchain fraud
detection.

The literature further indicates a trade-off between robustness and computational effi-
ciency. Additional defence mechanisms can increase training time, memory requirements, and
model complexity. A defence that improves resistance to perturbations but introduces sub-
stantial computational overhead may therefore be unsuitable for high-volume or near-real-
time transaction monitoring. Adversarial robustness should consequently be assessed to-
gether with clean-data performance, adversarial performance, computational cost, and detec-
tion latency. Mote broadly, trustworthy-GNN research treats robustness as one component
of a wider trustworthiness framework that also includes explainability, privacy, and fairness
[10].

Taken together, the evidence suggests that adversarial robustness should be treated as
an integrated design and evaluation dimension rather than as an additional defence module
applied after model development. The central challenge for blockchain fraud detection is to
achieve resilience across relevant attack types while retaining detection effectiveness, compu-
tational feasibility, and interpretability. This consideration also connects adversarial robust-
ness with the subsequent discussion of explainable and trustworthy GNNs, where the ability
to understand and validate model decisions becomes essential for practical deployment.

3.4. Explainable and Trustworthy GNNs

Although predictive performance is important, fraud-detection systems also need to ex-
plain why a transaction or entity has been classified as suspicious. This requirement has in-
creased interest in explainable GNNs and broader trustworthy-Al approaches. Explainable
Al aims to make model decisions more understandable by identifying the nodes, edges, or
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substructures that contribute to a model's prediction, thereby supporting transparency, intet-
pretation, and informed decision-making [76]. More broadly, trustworthy GNN research con-
siders explainability alongside other dimensions such as robustness, privacy, and fairness to
improve the reliability and practical acceptance of GNN-based systems [51].

Several approaches have been developed to explain GNN predictions, including
GNNExplainer, PGExplainer, SubgraphX, gradient-based approaches, and surrogate-based
methods. These methods can identify influential features, nodes, edges, or subgraphs that
contribute to a model's prediction. A systematic evaluation framework developed by [52]
demonstrates that different GNN explanation methods can be benchmarked using datasets
with known explanation structures, highlighting the importance of evaluating explanation
quality rather than presenting explanations without validation.

The relevance of explainability is particulatly strong in financial and blockchain fraud
detection, where investigators may need to understand the relationships underlying a suspi-
cious prediction. An explanation may, for example, identify influential transaction edges,
neighboring addresses, or behavioral features that contribute to a fraud score. Such infor-
mation can assist human analysts in prioritizing investigations and assessing whether a model's
prediction is consistent with observable transaction behavior.

However, explainability also introduces methodological challenges. Different explana-
tion techniques may produce different explanations for the same prediction, while an expla-
nation that appears visually plausible may not necessarily reflect the actual reasoning process
of the model. [52], [53] therefore emphasize the difficulty of evaluating GNN explanations
and the importance of systematic benchmarks and evaluation procedures. Explainability
should consequently be assessed not only in terms of whether an explanation can be gener-
ated, but also in terms of whether the explanation provides reliable and meaningful evidence
for the corresponding prediction.

For dynamic blockchain graphs, explanations must additionally account for temporal
behavior. A static explanation may identify an important transaction relationship without
showing how that relationship evolved over time. A transaction or entity that appears influ-
ential at one point may become less relevant as new transactions and relationships emerge.
Consequently, explainable blockchain fraud detectors should consider temporal explanations
that identify not only influential graph components but also relevant changes in transaction
behavior over time.

The reviewed literature indicates that explainability remains an emerging but insuffi-
ciently integrated research direction. While [53] focuses on evaluating explainability for
GNNSs and [52] reviews explainable GNN approaches, studies such as [16] and [54] demon-
strate the increasing application of explainable Al to transaction-fraud analysis. Nevertheless,
the reviewed evidence suggests that explainability is frequently addressed separately from
graph robustness and dynamic graph learning. Few studies integrate dynamic modelling, ad-
versarial robustness, and explanation mechanisms within a unified blockchain fraud-detection
framework. This indicates that the main challenge is not simply developing additional expla-
nation techniques, but integrating explanation into models that must simultaneously operate
under evolving and potentially adversarial transaction conditions.

Therefore, the literature suggests that XAl should be integrated into the design and eval-
uation of blockchain fraud-detection systems rather than being added only after the predictive
model has been developed. Such integration would allow explainability to be considered
alongside predictive performance, temporal adaptability, adversarial robustness, and compu-
tational requirements, providing a more comprehensive basis for developing trustworthy
GNN-based fraud-detection solutions.

3.5 Benchmark Datasets and Evaluation Approaches

The conclusions drawn from GNN-based fraud-detection research depend heavily on
the datasets, graph-construction strategies, and evaluation protocols used. Financial fraud
studies employ a variety of public and domain-specific datasets, including transaction net-
works and heterogeneous financial graphs. However, differences in dataset composition,
graph construction, class imbalance, feature availability, and label quality make direct com-
parison between studies difficult [4]. Consequently, reported performance needs to be inter-
preted in relation to the characteristics of the dataset and the experimental conditions under
which each model was evaluated.
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Class imbalance is particularly important because fraudulent entities or transactions may
constitute only a small proportion of the overall network. Recent GNN-based fraud research
has therefore explored imbalance-aware approaches, including neighborhood sampling and
specialized learning mechanisms designed to improve the representation of minority fraud
classes [22]. Other work has demonstrated that fraud graphs may also exhibit disassortative
structures and edge-level imbalance, challenging assumptions made by [25]. These charactet-
istics indicate that the effectiveness of a fraud-detection model depends not only on its archi-
tecture but also on how the underlying graph structure and class distribution are represented
during learning.

Evaluation should therefore not rely exclusively on accuracy. Precision, recall, F1-score,
ROC-AUC, PR-AUC, false-positive rate, and other appropriate measures provide a more in-
formative assessment of fraud-detection performance, particularly when the classes are highly
imbalanced. The choice of evaluation metrics should also reflect the practical consequences
of classification errors, since missed fraudulent activities and excessive false positives may
have different operational implications.

Temporal evaluation is also important for blockchain fraud detection because transac-
tion networks evolve continuously. Randomly splitting transactions into training and testing
sets may allow information associated with future transaction behavior to influence model
development, producing an evaluation that does not accurately represent deployment condi-
tions. Time-aware evaluation, in which eatlier transactions are used for training and later
transactions are reserved for testing, provides a more realistic approximation of model per-
formance in an evolving blockchain environment. This approach is particularly important for
determining whether a model can generalize to behavioral patterns that were not available
during training.

Adversarially robust models require additional evaluation under both clean and per-
turbed conditions. Performance on clean data provides evidence of conventional detection
capability, whereas evaluation under adversarial perturbations indicates how effectively the
model can withstand deliberate manipulation. Similarly, explainable models should be evalu-
ated using measures of explanation fidelity, stability, and consistency rather than relying only
on visual examples. Research on GNN explainability has emphasized the need for benchmark
datasets and systematic metrics for this purpose [52].

Computational efficiency and scalability should also be considered when evaluating
blockchain fraud-detection solutions. A model may achieve strong predictive performance on
a relatively small benchmark dataset while becoming computationally impractical when ap-
plied to larger and continuously evolving transaction networks. Evaluation should therefore
consider computational requirements and scalability alongside predictive performance, pat-
ticularly for applications requiring timely or near-real-time detection.

The literature consequently points towards multidimensional evaluation, in which pre-
dictive performance, temporal generalization, adversarial robustness, explainability, compu-
tational efficiency, and scalability are considered together. This perspective provides a more
meaningful basis for comparing GNN-based fraud-detection solutions because strong pet-
formance under one experimental setting does not necessarily imply that a model will main-
tain its effectiveness when applied to a larger, evolving, imbalanced, or adversarial blockchain
environment. Evaluation should therefore reflect the conditions under which the proposed
solution is expected to operate rather than relying solely on conventional benchmark perfor-
mance.

4. Cross-Study Discussion and Findings

The synthesis of the reviewed literature indicates that blockchain fraud detection has
evolved from relatively static, feature-oriented approaches towards graph-based, temporal,
adversarially aware, and explainable learning systems. The studies reviewed in Section 3
demonstrate substantial progress in exploiting transaction relationships through GNNs, mod-
elling evolving transaction behavior through dynamic graph learning, improving resilience
against graph manipulation, and providing explanations for model predictions. However,
these capabilities remain unevenly developed and are rarely evaluated together within a single
framework. Recent reviews of financial fraud detection using GNNs similarly identify sub-
stantial progress in graph-based fraud detection while noting continuing limitations in dy-
namic learning, deployment, evaluation, and real-world applicability [4], [54].
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The principal finding of this review is therefore that the central challenge has shifted
from developing GNNs that can detect fraudulent patterns to developing GNN-based sys-
tems that can maintain reliable detection as blockchain structures evolve, withstand adversat-
ial manipulation, provide meaningful explanations, and remain computationally feasible at
scale. This finding provides the basis for the comparative synthesis presented below. Table 7
summarizes the distribution of key methodological and evaluation characteristics identified
across the 76 included studies. The categories are non-mutually exclusive because a single
study may address multiple methodological characteristics, such as temporal learning and ad-
versarial robustness.

Table 7. Distribution of key methodological and evaluation characteristics across the 76 studies.

Methodological or evaluation characteristic Number of studies ~ Percentage (%)

GCN-based models 8 10.5%
GAT-based models 2 2.6%
GraphSAGE-based models 1 1.3%
GIN-based models 1 1.3%
Graph Transformer-based models 1 1.3%
Heterogeneous/Hybrid GNNs 5 6.6%
Temporal/Dynamic GNNs 15 19.7%
Adversarial defence mechanisms 9 11.8%
Adversarial training 6 7.9%
Explainability/XAI methods 6 7.9%
Temporal evaluation strategies 11 14.5%
Concept-drift/adaptive learning 6 7.9%

Note: Categories are non-mutually exclusive; therefore, a study may be counted in more than one

category.

4.1. Evolution of Research Trends

The chronological distribution of the reviewed studies suggests a shift in research em-
phasis. Earlier work, such as [3], primarily investigated static graph convolutional approaches
for identitying illicit Bitcoin transactions. Subsequent studies expanded graph modelling to-
wards temporal and evolving structures, including [7], [12], and more recent dynamic block-
chain-focused approaches such as [28]. In parallel, robustness research has developed primar-
ily within the broader GNN security literature, including [5], [48] and [47]. Explainability re-
search has similarly expanded through studies such as [53] and [52]. Taken together, the re-
viewed evidence suggests that these research streams have developed largely in parallel, with
limited integration within a single adversarially robust and explainable framework for dynamic
blockchain fraud detection.

The transition towards GNN-based approaches reflects the recognition that fraudulent
behavior is often relational. Fraudulent entities may not appear anomalous when examined
independently but can exhibit suspicious patterns through their connections, transaction
communities, or interaction structures. The systematic review by [4] found that GNN re-
search in financial fraud detection has increasingly considered homogeneous, heterogeneous,
static, temporal, and dynamic graphs, demonstrating the expansion of graph learning beyond
simple static node classification. More recent work reinforces this progression. For example,
HHLN-GNN incorporates heterogeneous and homogeneous connectivity, neighborhood
sampling, and self-attention to address imbalance and hidden transaction relationships, while
other recent models incorporate context encoding, adaptive aggregation, or metapath-based
representations [22], [41].

The next transition is from static to dynamic graph learning. [55], [56] observe that much
GNN research has historically focused on static graphs even though many real-world net-
works evolve continuously. Dynamic GNNs address this limitation by integrating temporal
dependencies into graph representation learning, but scalability, heterogeneous information,
and the availability of diverse dynamic datasets remain unresolved challenges [57]. The most
recent direction is the movement towards trustworthy graph learning. Rather than optimizing
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predictive performance alone, recent research increasingly considers robustness, explainabil-
ity, privacy, and fairness as complementary dimensions of GNN reliability [58].

4.2. Comparative Findings Across Solution Categories

The cross-study analysis reveals that the reviewed solution categories address different
but interconnected dimensions of blockchain fraud detection. Rather than identifying a single
superior approach, the evidence suggests that GNN architectures, dynamic graph learning,
adversarial robustness, explainability, and trustworthy Al address complementary require-
ments. Their effectiveness therefore needs to be interpreted in relation to the characteristics
of the transaction network, the intended deployment environment, and the evaluation proto-
col.

4.2.1. GNN-Based Fraud Detection

The strongest advantage of GNN-based methods is their ability to exploit relationships
between transaction entities. This provides a structural perspective that conventional trans-
action-level models may not capture adequately. Recent reviews report substantial use of
GCN-, GAT-, heterogeneous-, and Transformer-based architectures in financial fraud detec-
tion [59], [60]. However, the evidence does not support a universal claim that one architecture
consistently outperforms all others. Performance depends on graph construction, dataset
characteristics, fraud type, class imbalance, feature representation, and evaluation protocol.
Recent models have achieved improvements through heterogeneous connectivity, adaptive
aggregation, or metapath-based learning, but these improvements are generally reported un-
der specific experimental conditions rather than across a common benchmark [41], [61]. Ar-
chitecture selection should therefore be considered in relation to the characteristics of the
target transaction network rather than according to a general performance hierarchy.

4.2.2. Dynamic Graph Learning

Dynamic GNNs offer an important advantage because they can model changes in graph
topology and temporal behavior. This is particularly relevant to blockchain environments,
where transactions are continuously generated and relationships among entities evolve over
time. Recent dynamic-GNN research identifies temporal modelling as an important develop-
ment while also highlighting computational scalability and the limited availability of dynamic
benchmark datasets as continuing challenges [62].

The evidence further indicates that temporal modelling should not automatically be in-
terpreted as genuine adaptation. A model may incorporate timestamps while continuing to
rely on assumptions derived from historical data distributions. Changes in fraud strategies
may consequently introduce concept drift that cannot be addressed simply by adding a tem-
poral component. Dynamic learning should therefore be considered together with time-aware
evaluation, adaptive mechanisms, scalability, and detection latency.

4.2.3. Adversarial Robustness

Adversarial defence addresses the possibility that malicious actors deliberately manipu-
late graph structures or node information to influence model predictions. The broader GNN
security literature demonstrates vulnerabilities to structural and feature perturbations and
identifies defence mechanisms that can be implemented during training or or inference [43],
[63], [64]. These findings are particularly relevant to blockchain fraud detection because the
transaction graph itself can constitute an attack surface.

A major limitation is that robustness is strongly dependent on the assumed threat model.
A defence that is effective against one perturbation strategy may provide limited protection
against another. Consequently, adversarial performance should be interpreted in relation to
the attack assumptions, perturbation budget, attack surface, and evaluation protocol. Adver-
sarial training and other defence mechanisms may also introduce additional computational
requirements, affecting their suitability for high-volume or near-real-time transaction moni-
toring [47], [65].

4.2.4. Explainability

Explainable GNNs address the interpretability requirements associated with fraud in-
vestigation and decision support. Explanation methods can identify influential features,
nodes, edges, or subgraphs underlying a prediction. Recent surveys show rapid development
in GNN explanation methods but also substantial differences in explanation objectives and
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evaluation criteria [43], [48]. An explanation should therefore not be considered reliable
simply because it produces a visually intuitive subgraph.

Explanation quality requires systematic assessment of properties such as correctness,
robustness, usability, and computational complexity [63], [66]. This is particulatly important
in fraud detection, where explanations may support investigative decisions rather than merely
illustrate model behavior. The dynamic nature of blockchain transaction networks introduces
an additional challenge because relevant explanatory evidence may change as new transactions
and relationships emerge. Explainability should therefore also be considered in relation to
temporal changes and computational requirements.

4.2.5. Trustworthy Al

Trustworthy Al provides a broader perspective by connecting robustness and explaina-
bility with additional properties such as privacy and fairness. [10] demonstrates that these
dimensions are interrelated and should be considered when GNNs are deployed in high-
stakes applications. From this perspective, a blockchain fraud-detection model should not be
evaluated solely according to whether it correctly classifies fraudulent transactions.

The reviewed evidence suggests that trustworthiness is a multidimensional property
emerging from the interaction of several capabilities. Dynamic learning contributes adapta-
bility, adversarial defence contributes resilience, and explainability contributes transparency,
while privacy and fairness address additional deployment risks. However, these properties are
frequently investigated separately using different datasets, assumptions, and evaluation crite-
ria. Consequently, evidence remains limited on whether a single GNN-based system can sim-
ultaneously maintain temporal adaptability, adversarial resilience, explanatory reliability, and
computational feasibility.

The comparative findings therefore indicate that the five solution dimensions play com-
plementary roles: GNN architectures provide the structural learning foundation; dynamic
graph learning addresses temporal evolution; adversarial robustness addresses deliberate ma-
nipulation; explainability supports interpretation and investigation; and trustworthy Al pro-
vides an overarching perspective for considering these capabilities together. The main chal-
lenge identified across the literature is consequently not the absence of individual techniques,
but their limited empirical integration under realistic and evolving blockchain conditions.

4.3. Major Trade-Offs Identified in the Literature

The reviewed evidence reveals several cross-cutting trade-offs that influence the design
and deployment of blockchain fraud-detection solutions. These trade-offs indicate that im-
proving one aspect of a GNN-based system may introduce additional computational, inte-
pretability, or robustness requirements.

Accuracy versus scalability. More expressive architectures can capture complex transac-
tion relationships but may require greater computational resources. Sampling-based ap-
proaches can reduce computational requirements, although aggressive sampling may discard
informative neighborhood structures. Recent fraud-detection models therefore increasingly
incorporate sampling, adaptive aggregation, and structured graph representations to balance
representation quality and efficiency [67], [68].

Temporal adaptability versus computational cost. Dynamic GNNs can capture evolving
transaction behavior, but continuously updating graph representations requires additional
memory and computation. Scalability therefore remains an important challenge in dynamic-
GNN research [8]. The benefits of temporal modelling consequently need to be considered
alongside the computational requirements of continuously evolving transaction networks.

Robustness versus efficiency. Adversarial training and other defence mechanisms can
improve resilience but may require additional training procedures and computational re-
sources. Moreover, robustness depends strongly on the assumed threat model [47], [65]. A
defence effective against one perturbation strategy may therefore not provide equivalent pro-
tection against other attacks.

Explainability versus complexity. Explanation methods can improve transparency, but
generating reliable explanations for large and dynamic graphs may introduce additional com-
putational overhead. The growing diversity of explanation methods also creates a standardi-
zation challenge because different approaches may produce different explanations for the
same prediction [16], [53].
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Rich representation versus interpretability. Heterogeneous GNNs and Graph Trans-
formers can represent increasingly complex transaction relationships, but greater model com-
plexity may make model behavior more difficult to interpret. This creates an important design
challenge for trustworthy blockchain fraud detection, where both representational capacity
and understandable evidence are required. These trade-offs indicate that blockchain fraud
detection should be approached as a multi-objective problem rather than as an accuracy-max-
imization task. Predictive performance, temporal adaptability, adversarial robustness, explain-
ability, scalability, and computational efficiency therefore need to be considered jointly when
assessing the practical value of a proposed solution.

4.4. Strengths and Limitations of the Existing Evidence

The reviewed literature demonstrates several important strengths. GNN-based methods
provide a strong foundation for modelling relational transaction behavior, while heterogene-
ous and adaptive architectures increasingly capture complex relationships. Dynamic GNNs
provide a basis for modelling evolving transaction networks, and adversarial-learning research
has established the importance of explicitly considering security threats. XAl and trustworthy-
GNN research further contribute mechanisms for improving transparency and reliability.

However, several limitations constrain the comparability and practical interpretation of
the existing evidence. First, dataset heterogeneity remains a major challenge. Studies differ in
preprocessing, graph construction, feature engineering, class distributions, train-test strate-
gles, and evaluation metrics. The financial-fraud GNN literature similarly identifies differ-
ences in graph types and learning settings as an important challenge for synthesis [4].

Second, dynamic evaluation remains limited. Many studies rely on static or historical
datasets even though blockchain transaction networks evolve continuously. The shortage of
diverse dynamic graph datasets has also been identified as an important limitation in dynamic-
GNN research [22]. This limits the evidence available for determining whether proposed
models can generalize to future transaction structures and behavioral patterns.

Third, adversarial evaluation is not yet sufficiently standardized. Robustness results are
often associated with particular attack assumptions and perturbation strategies, making direct
comparison between defence mechanisms difficult. Similarly, explainability lacks a universally
accepted evaluation protocol, with explanation correctness, robustness, usability, and com-
putational cost remaining active research questions [69], [70].

Finally, integrated evaluation remains limited. Most studies focus on one or two objec-
tives, such as fraud-detection performance, temporal modelling, robustness, or explainability,
rather than evaluating these dimensions simultaneously. Consequently, there is limited empir-
ical evidence on how these capabilities interact within a single blockchain fraud-detection
system.

Despite substantial methodological progress, the evidence remains fragmented across
datasets, evaluation protocols, and research objectives. The principal limitation is therefore
not a lack of proposed techniques, but the limited availability of comparable and integrated
evidence demonstrating their effectiveness under evolving, imbalanced, adversarial, and op-
erational blockchain conditions.

4.4. Strengths and Limitations of the Existing Evidence

The reviewed literature demonstrates several important strengths in the development of
GNN-based blockchain fraud detection. GNNs provide a suitable foundation for modelling
relational transaction behavior, while heterogeneous and adaptive architectures offer greater
capacity to represent complex interactions among entities. Dynamic GNNs further extend
this capability by incorporating temporal information into evolving transaction networks, and
research on adversarial learning has established the importance of considering graph structure
as a potential attack surface. At the same time, explainable GNN and trustworthy-Al research
has introduced mechanisms for improving transparency, reliability, and the practical interpre-
tation of model decisions. These developments indicate that the field has progressed beyond
conventional static fraud-detection approaches towards solutions that increasingly consider
the structural, temporal, security, and interpretability requirements of blockchain transaction
environments.

Despite this progress, several limitations constrain the comparability and practical inter-
pretation of the existing evidence. First, substantial heterogeneity exists across datasets and
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experimental settings. Studies differ in preprocessing procedures, graph-construction strate-
gles, feature engineering, class distributions, train-test strategies, and evaluation metrics, mak-
ing direct comparison of reported results difficult. The broader financial-fraud GNN litera-
ture similarly identifies differences in graph types and learning settings as important challenges
for synthesizing findings across studies [4]. Consequently, a reported improvement in predic-
tive performance cannot always be interpreted as evidence that one methodological approach
is generally superior to another, because the observed results may depend strongly on the
underlying dataset and experimental configuration.

Second, dynamic evaluation remains limited in blockchain-specific fraud detection. Alt-
hough transaction networks evolve continuously, many studies continue to rely on static or
historical datasets and evaluation settings that do not fully reproduce the temporal conditions
of operational deployment. The limited availability of diverse dynamic graph datasets has also
been identified as an important challenge in dynamic-GNN research [22]. This limitation re-
duces the available evidence for determining whether proposed models can generalize to fu-
ture transaction structures, newly emerging behavioral patterns, and changes in fraud strate-
gies. Temporal modelling therefore represents an important development, but its practical
value cannot be fully established without evaluation protocols that reflect the evolving nature
of blockchain transaction networks.

Third, adversarial evaluation is not yet sufficiently standardized across the reviewed lit-
erature. Robustness results are often reported under particular attack assumptions, perturba-
tion budgets, or threat models, making direct comparison between defence mechanisms dif-
ficult. A defence that performs well against one attack strategy may not provide equivalent
protection against another or against an adaptive attacker. Similar concerns apply to explain-
ability, where different explanation methods may produce different results and where expla-
nation correctness, robustness, usability, and computational cost remain active evaluation
challenges [69], [70]. These limitations indicate that robustness and explainability should be
assessed using more systematic and comparable procedures rather than being inferred from
individual demonstrations.

Finally, integrated evaluation remains limited. Most studies concentrate on one ot two
objectives, such as fraud-detection performance, temporal modelling, adversarial robustness,
or explainability, rather than evaluating these dimensions simultaneously within the same ex-
perimental setting. As a result, there is limited empirical evidence regarding how temporal
adaptability, robustness, explainability, scalability, and predictive performance interact when
implemented as components of a single blockchain fraud-detection solution. The principal
limitation of the current evidence is therefore not a lack of proposed techniques, but the
limited availability of comparable and integrated evidence demonstrating their effectiveness
under evolving, imbalanced, adversarial, and operational blockchain conditions.

4.5. Research Maturity and Evidence Gaps

The cross-study evidence indicates that the research areas considered in this review have
reached different levels of methodological maturity. GNN-based fraud detection can be con-
sidered relatively mature, as multiple GNN architectures and learning strategies have been
extensively investigated and a substantial body of financial-fraud research has already been
synthesized in the literature [71]. The development of GCN, GAT, GraphSAGE, GIN, het-
erogeneous GNNs, and more recent hybrid architectures demonstrates that the basic capa-
bility of applying graph learning to relational fraud-detection problems is well established.
However, maturity at the architectural level does not necessarily imply that these approaches
have been sufficiently validated under the more complex conditions encountered in evolving
blockchain transaction networks.

Dynamic graph learning is developing but remains less mature in blockchain-specific
applications. Although dynamic GNN research is expanding, important challenges involving
scalability, temporal datasets, heterogeneous graphs, and adaptive learning remain unresolved
[72]. In particular, the incorporation of temporal information does not by itself demonstrate
that a model can adapt effectively to concept drift or changes in fraudulent behavior. The
evidence therefore suggests that future progress requires not only more temporal architec-
tures, but also stronger evaluation under realistic and continuously evolving transaction con-
ditions.

Adversarial robustness remains comparatively less mature in blockchain fraud detection.
The broader GNN security literature has established a range of attack and defence
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mechanisms, including different forms of graph manipulation and adversarial training, but
their systematic application to evolving blockchain fraud environments remains limited [73].
The main evidence gap is consequently related to the transfer and empirical validation of
robustness mechanisms under blockchain-specific characteristics, rather than to the absence
of adversarial GNN research in general. Similarly, explainability is methodologically more
established but remains less mature in application-specific evaluation. Numerous explanation
techniques have been developed, yet the literature continues to address challenges concerning
how explanations should be evaluated, compared, and validated in practical settings [6], [74].
These limitations become particularly relevant when explanations must account for evolving
transaction relationships rather than static graph structures.

The least mature area identified by the synthesis is the integration of these capabilities
into a single trustworthy fraud-detection framework. The literature increasingly recognizes
robustness, explainability, privacy, and fairness as interconnected dimensions of trustworthy
GNNs [10], but these properties are rarely evaluated simultaneously with temporal adaptabil-
ity and scalability in blockchain fraud-detection systems. The central evidence gap is therefore
not the absence of individual solutions, but the limited empirical integration of solutions that
can jointly address evolving transaction behavior, adversarial manipulation, explainability,
computational efficiency, and trustworthy decision-making. This maturity assessment conse-
quently supports the broader conclusion of the review that future research should move from
isolated methodological improvements towards integrated and systematically evaluated solu-
tions for dynamic blockchain fraud detection.

4.6. Overall Discussion and Key Findings

The overall synthesis leads to five principal findings. First, graph learning provides an
appropriate foundation for blockchain fraud detection because fraudulent behavior is often
relational and cannot always be adequately represented through independent transaction fea-
tures. Second, dynamic graph learning is increasingly important for environments in which
transaction structures and fraud behaviors evolve over time. However, temporal modelling
needs to be accompanied by efficient updating and mechanisms capable of responding to
distributional changes. Third, adversarial robustness is an important consideration because
graph structure itself can become an attack surface. Robustness therefore needs to be evalu-
ated under explicit and diverse threat models rather than inferred from clean-data perfor-
mance.

Fourth, explainability is increasingly important for practical fraud investigation and trust-
worthy decision-making, particularly when model predictions need to be interpreted by hu-
man analysts. However, generating an explanation alone is insufficient, and explanation qual-
ity should be assessed using systematic evaluation procedures. Fifth, the most significant gap
identified across the reviewed evidence is not the absence of individual techniques, but the
limited integration among them. Current studies provide evidence for GNN-based detection,
dynamic learning, adversarial defence, and explainability, but these capabilities are rarely eval-
uated together under realistic blockchain conditions. There is therefore a need for solutions
that jointly address temporal adaptation, adversarial robustness, explainability, scalability, and
trustworthy decision-making.

The findings therefore support the central premise of this review: future blockchain
fraud-detection research should move beyond isolated improvements in GNN architecture
towards integrated, adaptive, and trustworthy graph-learning systems. Such systems should
be evaluated not only according to predictive performance, but also according to their ability
to operate on evolving transaction networks, withstand realistic adversarial conditions, pro-
vide meaningful explanations, and remain computationally feasible at scale. Figure 7 summa-
rizes the cross-study synthesis by linking the identified strengths, methodological trade-offs,
research maturity, and evidence gaps.

4.7. Implications for Research and Practice

For researchers, the findings suggest that future studies should evaluate GNN-based
blockchain fraud detection using more consistent experimental protocols that incorporate
temporal validation, adversarial testing, explanation evaluation, and computational-efficiency
measures. Such evaluation would improve comparability between studies and reduce the cur-
rent dependence on isolated performance claims. Greater attention should also be given to
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realistic dynamic datasets and evaluation settings that reflect changes in transaction structures
and fraud behaviors, as these factors are essential for determining whether a proposed solu-
tion can maintain its effectiveness beyond static benchmark conditions.
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Figure 7. Cross-study synthesis of strengths, trade-offs, research maturity, and evidence gaps.

For practitioners, the findings suggest that model selection should not be based solely
on reported accuracy or Fl-score. A model intended for operational blockchain monitoring
should also be considered in terms of detection latency, scalability, robustness against manip-
ulation, explanation quality, and its ability to adapt to newly emerging transaction behaviors.
These considerations are particularly important in security-sensitive applications, where a
model with high predictive performance under controlled conditions may not necessarily pro-
vide the same level of effectiveness when deployed in a continuously evolving and potentially
adversarial transaction environment.

Recent work demonstrates that research is already moving towards more real-time and
adaptive systems. For example, reinforcement-learning and GNN combinations have been
investigated for real-time financial fraud detection, while recent financial GNN studies in-
creasingly incorporate adaptive aggregation, metagraphs, and temporal information [41].
These developments indicate a broader shift towards adaptive graph-learning solutions, alt-
hough further evidence is still required to establish how such approaches perform when tem-
poral adaptation, adversarial robustness, explainability, and scalability are evaluated together.

5. Future Research Directions and Research Roadmap

The findings synthesized in Section 4 indicate that future blockchain fraud-detection
research should move beyond isolated improvements in GNN architecture towards systems
that can adapt to evolving transaction patterns while maintaining robustness, explainability,
scalability, and trustworthiness. Recent research on dynamic and trustworthy GNNs similarly
highlights the need to address temporal evolution, scalability, robustness, and explainability
in an integrated manner [10]. Accordingly, the following directions focus on the main evi-
dence gaps identified in the review and provide a progressive roadmap for developing more
adaptive and practically reliable GNN-based blockchain fraud-detection systems.

5.1 Dynamic and Adaptive Fraud Detection

Future research should priorities GNN models capable of learning from continuously
evolving blockchain transaction networks. Static models may become less effective when
transaction structures and fraud behaviors change over time. Dynamic GNNs, incremental
learning, temporal memory, and concept-drift detection therefore represent important direc-
tions for maintaining detection performance in changing environments [45]. Future studies
should also use chronological evaluation and continuously updated datasets to assess whether
models can adapt to emerging fraudulent behaviors rather than relying only on randomly
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divided historical datasets. Particular attention should be given to mechanisms that can update
graph representations efficiently while maintaining detection performance as transaction vol-
umes and behavioral patterns change.

5.2 Adversarial Robustness and Explainability

A second priority is the integration of adversarial robustness and explainability into dy-
namic blockchain fraud-detection models. Existing research demonstrates vulnerabilities in
GNN:s to graph and feature perturbations, while explainability research shows the importance
of evaluating whether generated explanations are reliable and meaningful [52]. Future work
should therefore evaluate models under both clean and adversarial conditions while providing
explanations that identify the transaction relationships, features, or temporal patterns con-
tributing to fraud predictions. Explanation quality should be assessed using measurable crite-
ria rather than visual inspection alone. In addition, future studies should investigate whether
explanations remain stable and meaningful when the underlying graph is dynamically updated
or deliberately manipulated, as this would provide stronger evidence of the practical trustwor-
thiness of the resulting fraud-detection systems.

5.3 Scalable and Reproducible Evaluation

Scalability and reproducibility remain important barriers to the practical deployment and
comparison of blockchain fraud-detection solutions. Future research should investigate effi-
cient graph sampling, temporal updating, large-scale graph processing, and heterogeneous or
cross-chain learning to support increasingly complex transaction networks. At the same time,
studies should adopt more consistent evaluation protocols covering temporal generalization,
class imbalance, computational cost, adversarial robustness, and explanation quality. The de-
velopment of standardized dynamic blockchain benchmarks would make it easier to compare
competing approaches and determine whether reported improvements generalize beyond in-
dividual datasets. Such benchmarks should ideally provide cleatly defined graph-construction
procedures, temporal splits, fraud labels, evaluation metrics, and computational reporting re-
quirements to improve the reproducibility and practical interpretation of experimental results.

5.4 Research Roadmap

The research gaps identified in Section 4 can be translated into a progressive roadmap
for future research. As shown in Figure 9, the roadmap progresses from establishing a reliable
data and graph foundation to adaptive learning, robust and secure learning, explainable Al,
and finally trustworthy and scalable deployment. This progression reflects the increasing in-
tegration of capabilities identified throughout the review, rather than suggesting that each
stage must be completed independently before the next stage can be investigated.
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|
R — ! L
s il "'i ‘
P > > -

DATA & GRAPH DYNAMIC & ADAPTIVE ADVERSARIAL EXPLAINABILITY TRUSTWORTHY &
FOUNDATION GNNs ROBUSTNESS SCALABLE SYSTEMS
* Quality blockchain * Temporal GNNs ¢ Threat modeling » Subgraph explanations * Integrated evaluation
datasets * Incremental learning * Adversarial training » Temporal expl i * Scalability & efficiency

* Heterogeneous
transaction graphs
* Reliable labels

* Concept drift * Robust aggregation » Explainability * Uncertainty estimation
adaptation evaluation

* Real-world deployment

@/ OUTCOME: Adaptive, Adversarially Robust, Explainable, and Trustworthy
GNN-Based Blockchain Fraud Detection
Figure 9. Research roadmap for adaptive, adversarially robust, explainable, and trustworthy GNN-
based blockchain fraud detection.

e  Stage 1: Foundation — Data and Graph Foundation. This stage focuses on establishing
quality blockchain datasets, heterogeneous transaction graphs, and reliable fraud labels.
A reliable data and graph foundation is necessary for developing and evaluating
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subsequent GNN-based fraud-detection methods, particularly because differences in da-
tasets and graph-construction strategies currently limit the comparability of reported re-
sults.

e  Stage 2: Adaptive Learning — Dynamic and Adaptive GNNs. This stage addresses the
temporal and evolving nature of blockchain transactions through Temporal GNNs, in-
cremental learning, and concept-drift adaptation. The objective is to enable fraud-detec-
tion models to respond to changes in transaction behavior and graph structure while
maintaining computational efficiency and timely detection.

e  Stage 3: Robust and Secure — Adversarial Robustness. This stage incorporates threat
modelling, adversarial training, and robust graph aggregation to improve the resilience
of GNN-based fraud detection against adversarial perturbations and manipulation of
graph structures. Evaluation at this stage should consider both clean-data performance
and robustness under clearly defined and diverse attack conditions.

e  Stage 4: Explainable Al — Explainability. This stage integrates subgraph explanations,
temporal explanations, and systematic explanation evaluation to make fraud predictions
more interpretable and to provide evidence that can support investigation and model
assessment. Particular attention should be given to the reliability and stability of expla-
nations when transaction relationships evolve over time.

e  Stage 5: Trustworthy Deployment — Trustworthy and Scalable Systems. The final stage
focuses on integrated evaluation, scalability and efficiency, uncertainty estimation, and
real-world deployment. This stage represents the transition from individual research
components towards operationally reliable fraud-detection systems that jointly consider
predictive performance, temporal adaptability, robustness, explainability, and practical
deployment requirements.

Opverall, the roadmap connects the major research gaps identified in Section 4 and pro-
vides a progressive pathway from reliable data and graph construction to adaptive learning,
adversarial robustness, explainability, and trustworthy deployment. For researchers, the
roadmap provides a structured sequence for developing and evaluating future GNN-based
blockchain fraud-detection systems. For practitioners, it provides broader criteria for as-
sessing system readiness beyond conventional predictive-performance measures, including
robustness, interpretability, scalability, uncertainty, and deployment considerations.

Practical Implications

Based on the results of this review, the proposed roadmap provides practical guidance
for financial institutions, cryptocurrency exchanges, blockchain developers, and regulatory
bodies. Rather than assessing fraud-detection systems solely according to predictive accuracy,
practical deployment should consider whether a system can operate on large and evolving
transaction networks, withstand adversarial manipulation, provide interpretable evidence for
its decisions, and maintain reliable performance under changing conditions. These consider-
ations can support the design and assessment of fraud-detection systems that are not only
accurate, but also robust, explainable, scalable, and better aligned with the operational and
regulatory requirements of blockchain-based financial environments.

6. Conclusions

As blockchain-based financial activity continues to expand, fraud-detection systems
must increasingly address transaction networks that are dynamic, structurally complex, and
potentially subject to adversarial manipulation [35], [61]. This systematic literature review ex-
amined the development of GNN-based solutions for fraud detection in dynamic blockchain
networks, with particular attention to four interconnected requirements: dynamic adaptation,
adversarial robustness, explainability, and trustworthy deployment. The synthesis shows that
GNNs provide an appropriate foundation for modelling relational transaction behavior, while
temporal and heterogeneous approaches extend their ability to represent evolving and com-
plex blockchain interactions. However, the evidence does not support a universal advantage
of any single GNN architecture; reported effectiveness remains dependent on the dataset,
graph representation, fraud characteristics, class distribution, and evaluation setting.

The review further shows that advances in adversarial defence and explainable Al have
expanded the scope of GNN-based fraud detection beyond predictive performance alone
[10]. Nevertheless, these capabilities remain unevenly integrated into dynamic blockchain
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applications. Important limitations persist in the availability of realistic dynamic benchmark
datasets, scalability to large and continuously evolving transaction networks, and standardized
evaluation protocols covering predictive performance, temporal generalization, adversatial
robustness, explainability, and computational efficiency [2], [44]. These limitations restrict di-
rect comparison across studies and leave insufficient empirical evidence regarding whether
proposed solutions can maintain reliable performance under realistic operational conditions.

In addressing the objectives of this review, the findings were synthesized into a solution-
oriented view of the field, highlighting the progression from conventional graph-based fraud
detection towards dynamic, robust, explainable, and trustworthy GNN-based systems. The
review also identified the principal trade-offs between predictive capability, scalability, tem-
poral adaptability, robustness, and interpretability, and used these findings to develop a re-
search roadmap for future work. The roadmap provides a progressive pathway from reliable
data and graph foundations through adaptive learning, adversarial robustness, and explaina-
bility towards integrated and trustworthy deployment. Future research should therefore focus
not only on developing new GNN architectures, but on establishing integrated solutions and
evaluation frameworks that can demonstrate their reliability under evolving, imbalanced, ad-
versarial, and large-scale blockchain conditions [20], [75].
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